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In the face of Covid-19, staying cybersafe 
has never been more urgent for healthcare 
organizations across the globe. We’re going to 
look at six areas that require special attention. 
After all, prevention is better than cure.



Trend #1: Data security becomes a matter of life or death
Healthcare technology is revolutionizing the way clinicians approach everything from  
prevention and diagnosis to treatment and monitoring of ailments both physical and mental. 
Broadly, the healthcare technology field can be analysed as having two orientations:

1. Intra-patient technology 
Technology such as wearable blood sugar monitors, contraceptive devices, automatic 
defibrillators and artificial organs, that are implanted into the body.

2. Clinical data technology 
The enormous flood of data that arises from the interface between the patient and the healthcare 
system, including personal data, appointment diaries, ECG/oxygen saturation/blood pressure readings 
and other physical monitoring data, as well as symptomatology reported by the patient themselves.

Trend #2: Data authenticity takes centre stage
Stolen medical records provide data that is a goldmine for criminals who can use it to 
carry out a wide range of fraudulent activities – create fake IDs to buy drugs or medical 
equipment, file bogus insurance claims, obtain health services they wouldn’t otherwise 
qualify for, etc. – or just sell the information so others can do the same.

Global healthcare 
spending is 
increasing by 4.1% 
annually, and is set 
to exceed $56 billion 
cumulatively to 2021.

Bundles of stolen 
medical data from 
up to 140 million 
patients are for sale 
online. 

Stay safe by securing patient and staff data against theft, loss or corruption (with HIPS, 
encryption, device and web control), plus extended and premium support programs. 
Ideal solution: Kaspersky Endpoint Security for Business

Stay safe by securing your physical, virtual and cloud workloads, and data storage and data 
transmission systems for your entire hybrid cloud (legacy on-premise, data center-located and public).
Ideal solution: Kaspersky Hybrid Cloud Security

Trend #3: Ransomware – your money or your life!
WannaCry – the biggest ransomware attack in history – brought Britain’s National Health 
Service to its knees in 2017. Healthcare is one of the top targets for ransomware. When lives 
hang in the balance, ransomware victims are unlikely to hesitate when it comes to paying 
the ransom demanded for the release of health records.

Stay safe by engaging an extra layer of defense for data in rest, with protection against lingering 
malware, active ransomware and ransomware-like wiper attacks conducted via the network and 
connected storage. 
Ideal solution: Kaspersky Security for Storage (with Kaspersky Hybrid Cloud Security)

50% of healthcare 
organizations who 
pay ransomware 
demands don’t get 
their data back.

https://www.telegraph.co.uk/news/2017/05/13/nhs-cyber-attack-everything-need-know-biggest-ransomware-offensive/


Stay safe by investing in staff training – prevention is better than cure – and adopting robust, 
foolproof security for the most common staff IT tasks. 
Ideal solution: Kaspersky CyberSafety Online Platform Training Modules and/or Kaspersky 
CyberSafety Management Games (with Kaspersky Endpoint Security for Business), and Kaspersky 
Security for Microsoft Office 365.

Stay safe by protecting all devices, including those with weak, vulnerable hardware with low 
processing power and legacy software.
Ideal solution: Kaspersky IoT Security (with Kaspersky Embedded Systems Security).

Stay safe by protecting the smooth running of your organization, without sacrificing your IT 
resources, precious staff time or budget, with enhanced manageability features (web control, 
device control, encryption management and patch management). 
Ideal solution: Kaspersky Endpoint Security Cloud Plus.

Trend #4: The enemy within? Human beings and 
internal actors
Identifying and defeating an external pathogen is challenging enough. But when the 
body attacks itself, as in autoimmune diseases, the clinical picture becomes even 
more complicated. Unfortunately, healthcare is the only industry that has more 
internal actors behind breaches than external: 56% internal compared to 43% external.

Trend #5: Mobile healthcare devices and the Internet 
of Things
Many hospitals and already have thousands of IoT devices connected to their networks, 
including: cardio diagnostics, continuous glucose monitoring systems, activity trackers 
for cancer patients, connected inhalers, ingestible sensors and coagulation testers, 
real-time geo-location, elderly monitoring systems, connected contact lenses, and 
all manner of sensors. Sadly, more devices means more attack vectors.

Trend #6: Regulations and compliance loom large
There are various regulatory, compliance and standards frameworks that address medical 
data and IT security in healthcare. Most have highly punitive fines. Briefly, the EU’s 
GDPR (General Data Protection Regulation) includes a set of definitions directly related 
to healthcare data: ‘data concerning health’, ‘genetic data’ and ‘biometric data’. Other 
examples include the HIPPA (US), and the NIS Directive (UK).

Healthcare has more 
internal breaches 
than external: 56%

Only 55% of hospitals 
have security controls 
in place for their IoT 
devices.

https://www.hhs.gov/hipaa/index.html
https://www.ncsc.gov.uk/collection/caf

