
SOLUTION OVERVIEW

Gain peace of mind with comprehensive 
24/7 threat detection and response

MANAGED ENDPOINT DETECTION 
& RESPONSE SERVICE



Managed  
Endpoint Detection  
& Response

Why be surprised when security incidents 
happen — when you can proactively monitor 
your endpoints to hunt down possible attack 
behaviour? Sharpen your security posture by 
leveraging ESET certified security experts to 
effectively hunt, continuously monitor and 
adeptly conduct forensic investigations.

Be proactively notified by ESET certified experts 
whenever an anomaly or possible breach is detected 
in real-time, and get on-demand threat investigation, 
root cause analysis and remediation advice — 
without needing additional IT and manpower 
resources.

The constant need to access 
information and data anytime, 
anywhere, has made endpoint 
security the first line of defence 
for businesses today. Yet, with the 
increasing number of devices your staff 
are bringing to the workplace, your 
networks and endpoints are often 
your weakest links. This fast-evolving 
landscape has made businesses more 
vulnerable than ever — as attackers 
strike quickly to infiltrate networks for 
malicious gains. 



Solution Overview
ESET Managed Endpoint Detection & Response (EDR) service is an industry-

leading managed security service which provides 24/7 security monitoring to detect 

malicious network activity, provide first-response in case of security incidents, and 

investigate and eliminate identified threats. It comprises of two essential services: 

ESET Threat Monitoring Service and ESET Threat Hunting Service.

Powered by strategic partnerships with our 
ecosystem of ESET Certified Security Services Partners 
(CSSP), the ESET Managed EDR service, combines 
ESET’s global leading security expertise, and ESET 
CSSP’s local security landscape knowledge, to deliver 
proven, end-to-end security defence 24/7 via Security 
Operations Centers (SOCs) best practices . 

GET THE MOST OUT OF ESET’S EDR  
ESET Enterprise Inspector is a sophisticated EDR tool that uncovers the unknown 
in your network. Proven and tested to identify anomalous behaviour and breaches, 
risk assessment, incident response, investigation and remediation, it monitors and 
evaluates all activities happening in the network in real-time and enables you to get 
immediate action when necessary.

ESET THREAT 
MONITORING 
SERVICE

ESET THREAT 
HUNTING 
SERVICE

ESET Managed 
Endpoint Detection 
& Response (EDR) 
service

WHAT IS A THREAT MONITORING SERVICE? 

ESET Threat Monitoring service provides round-the-clock monitoring of 

your security environment. Working in conjunction with ESET’s endpoint 

detection and response solution — ESET Enterprise Inspector — it helps 

organisations navigate the large amount of gathered data, events and 

alarms generated. This ensures complete prevention, real-time detection 

and timely first-response to block advanced persistent threats, zero-day 

threats, ransomware and more.  

WHAT IS A THREAT HUNTING SERVICE?

ESET Threat Hunting service offers expert on-demand network threat search 

and detection on the set of data, events and alarms generated by ESET 

Enterprise Inspector. This enables full forensic investigations — without the 

need for dedicated security staff and resources.

LEVERAGE VALUED ECOSYSTEMS



Why ESET 
Managed Endpoint 
Detection & 
Response service?
LEARNING CURVE IMPACTS RETURNS 
ON INVESTMENT 
Initial learning curve when utilising new products 

without previous knowledge can be steep even for 

organisations with dedicated security or IT teams. 

This impedes the organisation’s ability to fully leverage 

ESET solutions’ game-changing advanced features to 

maximise returns on investment.  

NEED FOR FASTER RESPONSE
If any anomalies or breaches are identified, there is a 

need to quickly find the root cause and remediate the 

threats detected. With attackers innovating faster 

than defenders, keeping up with the rapidly changing 

cyber threat landscape can be challenging, leaving most 

organisations with a weak security posture.

LACK OF MANPOWER & EXPERTISE
Hiring and training of a security team to implement 

and monitor an endpoint detection and response 

platform can take months. The lack of dedicated 

security resources further aggravates today’s security 

attacks. Outsourcing security services helps security 

teams and IT administrators prioritise their workload by 

pinpointing only the critical events. 

LONG-TERM COSTS
Engaging security specialists to perform niche 

occasional tasks can incur high long-term costs. 

Leveraging a single vendor’s solutions and services 

reduces budgetary and operational complexities — 

especially for multinational corporations that would 

otherwise be inundated with myriad regional providers.

The ESET 
Difference
As a global leader in information security, ESET has developed industry-leading IT security 
software and services for over 30 years. Our high performance security solutions have 
received numerous industry accolades for capabilities to prevent, monitor, detect, analyse, 
investigate and remediate threats.  

AGENT FOOTPRINT 
Enabling easy deployment and usage with low footprint 

and system resource usage.  

GLOBAL BUT LOCAL
Integrating the best of both worlds — ESET’s global 

reach and security capabilities coupled with ESET 

CSSP’s local expertise and on-the-ground knowledge of 

security landscape — to deliver best-in-class managed 

EDR services that hardens your security posture.

UNIQUE GO-TO-MARKET MODEL
Unlike Managed Security Services Providers (MSSPs) 

pulling together varied solutions or IT vendors trying to 

provide an end-to-end security solution on their own — 

ESET believes in working only with the best. 

Maximising the full capabilities of ESET security 

solutions by partnering our ESET CSSPs ensures the 

delivery of top-of-the-class Managed EDR service 

—from security assessment, threat monitoring and 

hunting, technical support, to professional services, 

managed devices and more. 



ESET Managed 
Endpoint Detection 
& Response service 
technical features 
ACTIONABLE ADVICE 
Security experts review alarms and compile their 

findings into regular, comprehensible status reports, 

while providing actionable advice on incidence 

response.  

ON-DEMAND
Organisations engage certified ESET CSSP’s security 

experts when they require Threat Hunting services.

ROOT CAUSE ANALYSIS
Threat Hunting experts review highlighted alarms to 

determine their root causes. 

REAL-TIME ALERTS 
Organisation’s contacts are alerted of any critical events 

that require immediate attention.

SECURE DATA EXCHANGE 
All threat and organisation data remain on premise 

with any data exchange conducted via a secure Virtual 

Private Network (VPN) connection between ESET and 

the organisation.  

The Stages

Initial Assessment (one-time)

• Review rules and alerts: Review generated alarms and the rules that triggered   
 them.

• Create exclusions: Create exclusions for all false positives and harmless events,   
 after taking into account the organisation’s environment and results from initial   
 assessment.

• Timing: Commence a few consecutive days after ESET Enterprise Inspector1 has   
 been deployed and running in the organisation’s live environment. 

Optimisation (one-time)

• Assessment: Assess organisation’s security policies and posture, environment and  
 organisational composition, via comprehensive initial assessment to develop an   
 Organisation Security Profile.  

• Interviews: Conduct comprehensive interviews with relevant organisational staff  
 members to gather all required information.

• Create profile: Create an Organisation Security Profile for the organisation as a   
 document for future reference by any Threat Monitoring operator that requires
 detailed insights regarding the organisation’s security posture, before making   
 recommendations. 



Recommended
companion services

Fast, seamless security product deployments and upgrades 
to reduce complexity, enable successful operation and 
ensure business continuity. Includes training to improve the 
organisation’s deployment team’s skill-sets for a smooth setup 
process.   

ESET DEPLOYMENT & 
UPGRADE SERVICE

Get in-depth, up-to-date global knowledge about specific 
threats and attack sources, traditionally difficult to obtain by 
security engineers, who can only access information within 
their own networks

ESET THREAT INTELLIGENCE

• Threat monitoring: 
 • Log into organisation’s threat console (by security  experts at ESET CSSP) at least
  once every 24 hours to check on alarms and security events
 • Adjust pre-set rules and settings as needed.

• Reporting: Compile findings from each investigation into comprehensible regular  
 status reports.

• Ongoing fine-tuning: Create new rules and/or exclusions, including    
 recommendations on incident  response processes in the event of a real threat. 

• First response: Contact organisations on triggered alerts (via email or    
 other agreed medium) on any critical events that warrant quick decisions on   
 remediation actions.

Regular Operation (ongoing)

• Threat hunting: Investigate identified security events to determine their root   
 causes and provide actionable advice customised to the organisation. Conducted  
 by certified ESET threat hunters (at ESET CSSPs) upon request.  

• Forensic investigation: Investigate security events to identify attack context,   
 ascertain threat risks, validate  against threat intelligence, prioritise response   
 efforts and contain the spread of attacks.  

• Repeat initial assessment (when needed): Repeat initial assessment before
 proceeding with threat hunting if the initial deployment and upgrade/optimisation  
 service has been handled by another vendor, or if initial assessment is deemed   
 outdated.

On-Demand



Use Cases
In-depth Threat Detection –
Ransomware

USE CASE

An organisation requires 24/7 threat monitoring 
services to proactively detect ransomware, while being 
notified promptly when ransomware-like behaviour is 
detected in its network. 

SOLUTION

ESET CSSP’s security experts work with organisations to 
set rules and alerts when:

 ✓ Applications are executing from temporary folders

 ✓ Office files (Word, Excel, PowerPoint) are detected 
when additional scripts or executables are activated

 ✓ If any of the most common ransomware extensions 
are seen on a device

Ransomware often remain in stealth in 
one’s network, silently infiltrating as 
many network endpoints as possible to 
wield maximum harm. It often penetrates 
machine backups to ensure that even 
rollback to previous images will fail to 
deter the immediate execution of the 
ransomware.

ESET Managed EDR service allows you to proactively 
detect ransomware that may already exist on your 
network. Typically, a user in a ransomware attack 
receives an email with an attachment. Once the 
attachment is opened, he will be asked to run macros, 
which subsequently installs an executable in the 
system, which will start encrypting everything it can, 
including mapped drives. 

With ESET Managed EDR service, your ESET CSSP 
security team can now monitor this round-the-clock 
on your behalf, alerting you when they see call-outs on 
such attacks. With full visibility into what was affected, 
where and when a specific executable, script or action 
was performed, your certified ESET security experts will 
help you determine the root causes of these highlighted 
alerts.  

Behavior Detection  
and Repeat Offenders

USE CASE

Organisation wishes to investigate the phenomena where certain users 
seem to get repeatedly infected by malware. An investigation is required to 
uncover the reasons behind this recurrence. 

SOLUTION

ESET CSSP’s security experts are on hand to:

 ✓ Compile all data on problem users and devices for regular updates and 
reporting.

 ✓ Conduct speedy root cause analysis to find the source of infections.

 ✓ Remediate detected infection vectors such as email, Web or USB devices in 
a timely manner.

The weakest point in 
security is often a person 
sitting at the keyboard, 
even without any bad 
intentions.  

ESET Managed EDR service helps 
to identify these weak elements 
by sorting your computers via 
the number of unique alarms 
triggered. If multiple alarms have 
been triggered from a single user, 
it is a clear indicator that the 
activity should be validated and 
investigated for potential security 
risks.

Context Aware Investigation  
and Remediation

USE CASE

Organisations need visibility into the context behind their generated 
security data. By leveraging 24/7 security monitoring to a certified ESET 
CSSP, an organisation can be kept updated on the security alerts, the 
corresponding devices involved and the users triggering them — to 
make informed decisions on actions required. 

SOLUTION

ESET CSSP’s security experts are on hand to:

 ✓ Identify and sort all computers according to Active Directory, 
automatic groupings or manual groupings.

 ✓ Allow or block applications and/or scripts based on computer 
grouping and user.

 ✓ Only receive notifications for certain groups.

The “Maliciousness” of an 
activity depends on the 
context. 

Activities performed on computers 
of network administrators are very 
different from the ones in the finance 
department. With proper grouping of 
computers, security teams can easily 
identify if a user is entitled to perform a 
specific activity on a particular machine. 
By synchronising your endpoint groups 
stored on ESET Security Management 
Centre with rules setup in ESET 
Enterprise Inspector, ESET Managed 
EDR Service provides outstanding 
contextual insights into security threats. 



About ESET
ESET – a global leader in information 
security – has been named as a 
Challenger in the 2019 Gartner Magic 
Quadrant for Endpoint Protection 
Platforms* two years in a row.

For more than 30 years, ESET® has been 
developing industry-leading IT security 
software and services, delivering instant, 

* Gartner Inc, Magic Quadrant for Endpoint Protection Platforms, Peter Firstbrook, Lawrence Pingree, Dionisio Zumerle, Prateek 
Bhajanka, Paul Webber, August 20, 2019. Gartner does not endorse any vendor, product or service depicted in its research publications. 
Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of 
fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or 
fitness for a particular purpose.

comprehensive protection against 
evolving cybersecurity threats for 
businesses and consumers worldwide.

ESET is privately owned. With no debts 
and no loans, we have the freedom to do 
what needs to be done for the ultimate 
protection of all our customers.

110m+
users 

worldwide

400k+
business 

customers

200+
countries & 
territories

13
global R&D 

centers

ESET IN NUMBERS

ESET EMPLOYEES ESET REVENUE

SOME OF OUR CUSTOMERS

SOME OF OUR TOP AWARDS

ISP security partner since 2008

2 million customer base

protected by ESET since 2017

more than 14,000 endpoints

protected by ESET since 2016

more than 9.000 endpoints

protected by ESET since 2016

more than 4,000 mailboxes

in million €More than a third of all 
ESET employees work in 
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“ESET is on top of their game and keeps you protected from all 
attempts to get in to include ransomware. The tools server side 

are intuitive and have a lot of USEFUL functions.” 2

“Excellent endpoint protection of ESET, used in the company 
given that making adjustments and configuration has allowed 
us to eliminate false positives during the arrest of threats, the 

price is truly one of the advantages that I see of ESET.” 3

Footnotes:
1.   Pre-requisite to ESET Managed EDR service
2.  https://www.gartner.com/reviews/market/endpoint-detection-and-response-solutions/vendor/eset
3.  Ibid.




